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B RESUME CONSOLIDE PUBLIC

B.1 RESUME CONSOLIDE PUBLIC EN FRANCAIS

La mobilité controllée dans les réseaux : Le Réseau de Substitution

Un réseau mouvant, la mobilité comme caratéristique du réseau.

Nous définissons un réseau de substitution comme un réseau sans fil pouvant
étre déployé rapidement comme solution d’appui ou de soutien venant en aide a
un réseau déja en place (ou réseau de base) qui connaitrait un probleme de
performance. Dans ce projet, nous étudions des scénarios dans lesquels les
entités d’'un réseau existant, comme les routeurs, sont subitement déconnectés
ou rencontrent des pannes. Les problemes rencontrés par ce réseau de base
doivent étre résolus en restaurant les services comme la connexité et ce en
utilisant la capacité des routeurs composant le réseau de substitution a se
mouvoir de maniere autonome. Dans cette optique, il est crucial de concevoir des
algorithmes pouvant fonctionner dans cet environnement et pouvant faire
fonctionner les entités de cet environnement.

Questions fondamentales

L'utilisation de la mobilité contrélée souleve un aspect spatial et temporel. Ainsi
les questions basiques pour lesquelles il nous faut des réponses et autours
desquelles s'articule le projet RESCUE sont les suivantes. Si le réseau possede la
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capacité de se mouvoir il faut savoir : Pourquoi ? Quand ? Ou ? Comment ? Le
pourquoi nous permet d’'identifier l'objectif lié au mouvement perte de
performance ou déconnexion du réseau. Le quand permet de décider du moment
opportun pour profiter de la capacité du réseau a se mouvoir en anticipant au
mieux |'évolution du réseau dans le temps et I'espace. Le ou permet de savoir au
dela du fait qu'il faille se mouvoir la direction vers laquelle il faut aller pour
satisfaire le 'pourquoi’. Le comment prend en compte toutes les contraintes du
mouvement en y impliquant toutes les entités du réseau.

Résultats majeurs.

Le résultat principal du projet RESCUE est la preuve de concept résultant de l'approche
abordée dans tout au long du projet. En partant de la définition des probléemes les
partenaires du projet ont développé selon leur compétence et en synergie avec les autres
partenaires, des solutions théoriques aux problemes soulevés pour enfin arrivé a une
implémentation réelle des ces solutions.

Cette approche fondamentale de la recherche mené dans le projet RESCUE a permis aux
partenaires de produire des publications de haut niveau impliquant plusieurs partenaires du
projet. Les figures ci-dessous montrent le scénario implémenté dans la preuve de concept
developpé dans le projet RESCUE autour des réseaux de substitution.
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Le projet RESCUE est un projet de recherche fondamentale coordonné par Inria. Il associe
Orange ainsi que des laboratoires de recherches tel que le LIP (ENS Lyon), le LAAS
(Toulouse), et le LIP6 (Paris). Le projet a commencé en Décembre 2010 et a duré 36 mois. Il a
bénéficié d'une aide ANR de 796.605 euros pour un cofit global de 1'ordre de 2.535.130 euros.

B.2 RESUME CONSOLIDE PUBLIC EN ANGLAIS

Controlled mobility inside the networks : The Substitution Network

A moving network, mobility as a network characteristic.

We define a substitution network as wireless network backup solution that can be rapidly
deployed. The substitution network supports an already established network (base network)
which is experiencing performance or topology issues. In this project, we study scenarios in
which entities of an existing network, such as routers, are suddenly disconnected or
experience blackouts. The issues encountered by the base network must be solved by
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restoring services such as connectivity and using the capacity of the substitution network
routers to move autonomously. In this context, it is crucial to design algorithms capable of
operating in this environment and mobile entities.

Fundamenal questions.

The use of controlled mobility raises a spatial and temporal aspect. The basic questions for
which we need answers and which are tackled in the RESCUE project are as follows. If the
network has the ability to move we need to know: Why? When? Where? How? “Why”
identifies the objective related to performance loss or network disconnection and linked to
the movment. “When” is important to decide when to take advantage of the network's
capacity to move anticipating the network time and space evolutions. “Where” allows us to
decide (beyond the fact that we should move) the direction we must go to meet the 'why'
requirements. “How” takes into account all the constraints of movement by involving all
network entities.

Key facts.

The main result of the RESCUE project is the proof of concept resulting from the approach
followed throughout the project. Starting from the definition of the problems, the project
partners have developed, according to their competence and synergy with other partners,
theoretical solutions and implementations of these solutions.

The fundamental approach conducted in the RESCUE project has enabled the partners to
produce high level publications involving several project partners. The figures below show
the implemented proof of concept related to substitution networks developed in the RESCUE
project .
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The RESCUE project was a fundamental research project led Inria. This project involved
Orange and research laboratory such as LIP (ENS Lyon), LAAS (Toulouse) and the LIP6
(Paris). The project started in December 2010 with a 36 months duration. It received an ANR
funding of 796.605 euros for a global cost of 2.535.130 euros.

C MEMOIRE SCIENTIFIQUE

Mémoire scientifique confidentiel : non
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C.1 RESUME DU MEMOIRE

Ce résumé peut étre repris du résumé consolidé public.

Emerging pervasive communication systems will face a number of challenges including the
need to operate in "extreme" and "moving" environments and thus they will withstand
frequent connectivity quality variations. These quality variations in connectivity may be
caused by a number of factors including limitations of sparse deployment, wireless channel
impairments, capability of the devices, etc. Examples of applications likely to operate in these
extreme environments include emergency response and disaster recovery, environmental
and habitat monitoring, vehicular networks, etc. In the literature, these networks have been
referred to as Rapidly Deployable Networks or Substitution Networks. The goal of a
substitution network is therefore to deploy a set of wireless mobile devices between classical
network routers to restore, without prior knowledge of the optimal wireless mobile router
locations, the connectivity, to improve the network performance, and, if possible, to satisfy
applications' requirements, such as, for instance, delay, throughput or Mean Opinion Score.
Substitution networks use controlled mobility, provided to wireless mobile routers, to
improve network performance at all the layers of the protocol stack. Previous works have
been done on deployment and placement of mobile devices (e.g., robots) for area coverage.
But, in these works, the controlled mobility is exploited at the application layer to provide
new services. In this project, controlled mobility is introduced at all layers of the protocol
stack that can exploit this controlled mobility to enhance their own performance. In the
RESCUE projet, we specifically aim at introducing mobility as a primitive of the protocol
stack.

C.2 ENJEUX ET PROBLEMATIQUE, ETAT DE L’ART

Access and metropolitan networks are much more limited in capacity than core networks.
While the latter operate in over-provisioning mode, access and metropolitan networks may
experience high overload due to evolution of the traffic or failures. In wired networks, some
failures (but not all) are handled by rerouting the traffic through a backup network already
in place. In developed countries, backup networks are adopted wherever possible (note that
this is generally not the case for the links between end users and their local DSLAM). Such a
redundant strategy may not be possible in emerging countries because of cost issues. When
dedicated backup networks are not available, some operators use their 3G infrastructure to
recover some specific failures; although such an alternative helps avoid full network outage,
it is a costly solution. Furthermore, availability of 3G coverage is still mainly concentrated in
metropolitan zones. When no backup networks are available, it would be interesting to
deploy, for a limited time corresponding to the period of the problem (i.e., failure or traffic
overload), a substitution network to help the base network keep providing services to users.
In the RESCUE project, we investigate both the underlying mechanisms and the deployment
of a substitution network composed of a fleet of dirigible wireless mobile routers. Unlike
many projects and other scientific works that consider mobility as a drawback, in RESCUE
we use the controlled mobility of the substitution network to help the base network reduce
contention or to create an alternative network in case of failure. The advantages of an on-
the-fly substitution network are manifold: 1) Reusability and cost reduction. Substitution
resources are only used when needed compared to a permanent backup network which may
be not used very often. Furthermore, substitution nodes can be redeployed at different parts
on the network at different times. 2) Deployability. Substitution network may help some
parts of the base network where there is no redundancy. It is important to underline that
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deploying substitution networks is not orthogonal to having traditional backup networks.
Instead, it should be seen as complementary. 3) Adaptability. The topology of the
substitution network may be adapted to the context, i.e. to the environment as to the on-
going traffic so that an efficient delivery service may be provided.

C.3 APPROCHE SCIENTIFIQUE ET TECHNIQUE

Note that a fundamental aspect of the project is the decision strategy, as deploying a
substitution network has some counterpart cost. By decision, we mean the judgment
concerning the right time and the right place a substitution should be deployed (or
undeployed when the system estimates that the substitution network is no further needed).
To this end, the RESCUE project addresses both the theoretical and the practical aspects of
the deployment of a substitution network. From a theoretical point of view, we propose a
two-tiered architecture including the base network and the substitution network. This
architecture describes the deployment procedures of the mobile routing devices, the
communication stack, the protocols, and the services. The design of this architecture takes
into account some constraints such as quality of service and energy consumption (since
mobile devices are autonomous), as we want the substitution network to provide more than
a best effort service. From a practical point of view, we provide a proof of concept, the
architecture linked to this concept, and the necessary tools (e.g., traffic monitoring, protocols)
to validate the concept and mechanisms of on-the-fly substitution networks. At last but not
least, we validate the proposed system both in laboratory testbeds on a real-case scenario.

C.4 RESULTATS OBTENUS

Scenario definition and global architectures. The consortium has defined the framework of
the project regarding the scenario definition and the architecture. We agreed about a scenario
that is developed and described in the D3.1 deliverable. Moreover upon the recommendation
of the ANR reviewer we are still discussing about the in-vivo experimentation and we expect
a formal definition of the this experimental scenario as soon as possible.

Mobility control. As the mobile routers can be deployed independently and dynamically,
the substitution network topology can vary. It can be interesting for a router to know in
which topology it is located as the network's usage. To this end, we work on the
characterization of idle periods. We have shown that these distributions can be different
from one node to another and that they could be multi-modal, as opposed to what is
considered in some works. The goal is to exploit this characterization and show in which
extent it can be useful to a mobile router to infer the kind of network that surrounds it.

Protocols. A multi-path routing protocol that will be used in the substitution network has
been developed. As the capacity of substitution networks is limited, it is very important to
optimize the network resources usage. To this end, it can be interesting to use multi-path
routing. We have worked on MP-OLSR that is a proactive multi-path routing based on
source routing. We have improved the performance of MP-OLSR by proposing new recovery
schemes and a dynamic load-balancing technique based on packet loss rate.

Substitution networks must provide QoS guarantees to some traffic classes. A bandwidth
reservation scheme was also devised to provide per flow end-to-end bandwidth guarantees
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in multi-radio multi-channel 802.11 wireless multi-hop networks. A graph based model that
captures the interference that links are subject to is used to assess the available bandwidth on
each link. Bandwidth aware route discovery and admission control are used to find a route
with the required bandwidth. Link diversity (with load balancing) is exploited to improve
flow admissibility.

Wireless network metrology. A monitoring platform has been set up and some experiments
have been performed to study the impact of channel state and interference on the router
mobile router. Moreover, a cross layer monitoring architecture has been defined,
implemented and tested. Traces have been generated and gathered using the architecture
and we have started analyzing the results. The traces are stored on a private FTP site and are
available for the consortium. The analysis of these traces have been used to calibrate the
monitoring system and architecture. Some machine learning techniques, as SVM, have been
used to help predicting on a short time period the evolution of the performance and QoS
provided by the network. It permits the selection of the most significant parameters to
characterize the wireless network and its performance.

Wireless network performance evaluation. We have worked on the modeling of multihop
wireless networks based on IEEE 802.11. The goal is to have a theoretical and simple model
that would give indications on the flow performance and that would help the mobile routers
positioning. Most of the current analysis consider cell networks where sources have
independent traffic to transmit under an ideal physical layer. Our goal is to design a more
general model where the physical layer is not ideal and is not the same between sources and
where the packet arrivals on the nodes are not independent. To this aim, we have already
developed a hierarchical model based on a network of single-server queues whose
parameters can be derived from the physical topology of the IEEE 802.11 multi-hop network.
We validated this approach for 3 nodes. Some work has been achieved on the estimation of
the global QoS on a full wireless dynamic network. It relies on the introduction of a
satisfaction index that helps to estimate the level of performance of any network
configuration, then helping to select the most appropriate one, and the related routing. This
estimation relies on the monitoring of the wireless links.

Implementation. Some experiments have already been run and implemented. Especially, a
preliminary algorithm for rescue mobile router deployment has already been developed and
some preliminary tests have been performed using real experiments and simulations. This is
the most important results during the last couple of months of the project since the
consortium spent most of its man.month on this part of the project namely WP3.

C.5 EXPLOITATION DES RESULTATS

Over the RESCUE project duration, the consortium has notably investigated the
applicability, into real-world environments, of the use of a potential RESCUE-based
networks, and in particular of the probable effects of controlled mobility for aerial platforms.
The contexts studied for the different use cases (described in delivrable D3.1) included Public
Protection and Disaster Relief (PPDR) communications, as well as the cost of deploying a
mobile collection of substitution routers in rural areas. For the latter case, a profitability
study was conducted. These activities were reported in deliverable D3.1, and to a lesser
extent into D1.2 and D3.3. Further, the work led to a published profitability study of the
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economic impact of deploying altitude-based substitution networks in large scale, low user
density areas.

Furthermore, the dissemination (see annex D) and exploitation of the RESCUE project results
is a significant part of the overall project results. As the industrial partner of the consortium,
Orange offered support to assess the relevance of developments of substitution networks
and controlled mobility towards industrial requirements and also ensures the exploitation of
results is targeted toward the French and European community. To this end, Orange
evaluated early implementations of controlled mobility deployed on aerial networks during
dedicated experimentations, reported into D3.3. This practical experience, as well as the
other experimentation results performed by the consortium (e.g. WiFibots) led to a sustained
dissemination effort of the project results, not only in direction of the scientific community,
but as well towards industrial actors. As an example, the RESCUE concepts and mechanisms
were disseminated through national exhibitions (e.g. Salons de la Recherche 2014, held in
Orange premises in Paris) with the intention to focus the attention and initiate exploitation-
related discussions with SMEs. Likewise, the exploitation of RESCUE results was carefully
discussed during several Orange workshops with Japanese partners deeply involved in
PPDR real-world scenarios (in the wake of the Tohoku disaster in 2011) where substitution
networks offers valuable features in terms of network robustness, dynamicity and scalability.
Those close discussions were held in 2013-2014 and are still active at the time of writing this
report. Finally, it is worth mentioning that the principles researched in the context of the
RESCUE project were instrumental in proposing new, closely related, research projects.
That’s the case of the European ICT FP7 ABSOLUTE project, started in October 2012, which
was partially built on concepts close to substitution networks and also focused on emergency
communications and temporary services. At the time of the project acceptation, the early
results of RESCUE have been crucial to illustrate and embody the substitution network
principles.

At the time of writing this report, the further exploitation of controlled mobility as studied in
RESCUE is still under scrutiny, in particular at Orange, were substitution networks is seen as
a promising cost-efficient technology to cover in particular remote areas (notably of
emerging countries, where network expenditure is a critical aspect), and is therefore studied
in a dedicated research program over the course of several years.

C.6 DiscussION

The schedule of the project hasderived from the initial description of the RESCUE project on
different aspects. The most important issues encountered by the project is related the the
experimentations. For these issues, we have requested to the ANR an extension of 4 months
for the project. Since we wanted to demonstrate that the concept of substitution network is
viable, some assumptions related to the size of the scenario have been reduced. Moreover,
we mainly focus or implementation work on specific technology such as 802.11 and on
specific plateforms such as the WiFibots. It is important to notice that these choices do not
restrict the use of substitution network to some specific cases but help the consortium to
work on the same hardware and software basis.
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C.7 CONCLUSIONS

In the RESCUE project, we introduce the concept of substitution network. A substitution
network is a rapidly deployable backup wireless solution to quickly react to issues of
existing networks, called base networks. The substitution network is not directly deployed
for customers or end users but only to help a base network that experiences issues. The
substitution network is, therefore, not a stand-alone network and can rely on mechanisms
implemented inside the base network or at the edge routers which serve as bridges between
the base network and the substitution network.

The main challenges regarding the implementation of substitution networks are related to
some simple questions: 1) “"When" to deploy the substitution network and when to stop the
deployment? 2) ““Where" to place the mobile substitution routers and where to place the
network services that must be implemented? 3) “How" to implement the network
mechanism and protocols in order to fit the base network and substitution network needs?

The RESCUE project covered the main scientific, technical and implementation challenges
raised by the usage of substitution network. It also describes possible use cases and provides

recommendations for the mechanisms' implementation and for the hardwares that could be
used.
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