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Context

Space radiations
> Satellites in orbit Solar flares Cosmic rays

) subject to space
onteXtSpace radiation rad Iatl O n .
I\S/II(E)IrE]itoring - LEO LOW Earth
Thesis problematic Ol‘blt
SAM3X8E mic-rocontroller u (1 OOO km above
e Earth).
An(-)maISi::'::t(i:(:ir(])n toolbox - GEO : GeOStatlonary
- gata Set presentation Earth Orblt (42 OOO
Classification km above Earth)

Work in progress

> 3 types of radiation
= Solar flares
= Cosmic rays
= Radiation belts

Van Allen radiation belts
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Context

Single Event Effect (SEE)

Context : > SEESs in a micro-electronic device are caused by a single energetic particle and
Space radation can take many forms.

SEE
Monitoring = Single Event Upset (SEU) is a logical change of state by one ionizing particle striking

Thesis problematic a sensitive node.

SAMB3X8E microcontroller = Single Event Latch up (SEL): Consumption current modification due to the creation of
Data set Creation a low-impedence path triggering a parasitic structure, possibly leading to the
Laser testing destruction of the component. A power cycle is reqwred to correct the situation.

Simulation

Anomaly detection toolbox
Data Set presentation
Classification

Work in progress
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lonizing particle hitting the semi-conductor
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Context

Single Event Effects (SEE)

. > pLatch-up: Non destructive latch up

i = Consequence => High Current Event (HCE)

omems = Can be hard to detect because lost in the original signal.
= Persistent without a power reset.

Thesis problematic
SAM3X8E microcontroller

Data set Creation

Laser testing
Simulation

Anomaly detection toolbox
Data Set presentation
Classification

Work in progress
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Context
Space radiation
SEE
Monitoring

Thesis problematic
SAM3X8E microcontroller

Data set Creation
Laser testing
Simulation

Anomaly detection toolbox
Data Set presentation
Classification

Work in progress

Context

= Shielding
(protect

against radiation
dose)

= Hardening

= Anti latch-up

system
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> Actual solutions:

\

Single Event Effects (SEE)
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> Expensive
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Anti latch-up system example

Impossible to
detect pLatch-up
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> Actual threshold
protection circuit

- Space radiation

o= = Which threshold
level?

= SEL can also

decrease the ‘
consumption current
(standby state).
= Low HCE are
undetectable but can

still damage the
component.

Thesis problematic
SAM3X8E microcontroller

Data set Creation
- Laser testing
- Simulation

Anomaly detection toolbox
- Data Set presentation
- Classification

Work in progress
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Thesis problematic

> Thesis: Artificial
ntelligence applied
to embedded
orotection circuit
design

= Uses of Al for
anomaly detection

= Learning of the
consumption current
behaviors.

= Software solution




Thesis problematic

Example of
radiation e SAM3X8E Microcontroller

Context sensitive device
- Space radiation
- SEE
- Monitoring

Thesis problematic

SAM3XS8E microcontroller e Software simulation

e Radiation/laser tests

Data Set creation

Data set Creation
- Laser testing
- Simulation

Anomaly detection toolbox
- Data Set presentation

_ Classification Anomaly e Supervised learning for

detection using proof of concept
learning ¢ Semi-supervised learning as
algorithms in real life cases

Work in progress

Methodology

Comparison with
currently used
techniques
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SAM3X8E microcontroller

> Arduino Due
board equipped
with a SAM3X8E

Monitoring

Th(-esis problematic m I C ro CO n t rO I e r
SAM3X8E microcontroller u Se d fo r te StS

Data set Creation
. Simutation = Fault emulator
Anc_)maly detection toolbox Cre ated

Data Set presentation

oo = Study of the

Impact of
converters on the
consumption
current

C = 10uF

R1= 1000 ->il=33mA
R2=1500Q->i2 =22mA
R3=2200Q->i3=15mA
R4 =4700Q->i4 =7mA

o0
o> «
«» .
o
o .

Boost converter
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,,,,,,,,,,,, M SAM3X8E microcontroller

> 2 major consumption profiles

= Functions significantly impact consumption
context current of the SAM3X8E microcontroller

Space radiation
SEE
Monitoring

Thesis problematic
SAM3X8E microcontroller

Data set Creation
Laser testing
Simulation

v
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Anomaly detection toolbox
Data Set presentation
Classification
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Work in progress
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4'M Data Set creation

Laser testing

Context U2 o o
-~ * MAX1716 £| &
- Space radiation
- SEE U1 2 9 U3
O
- Monitoring o =
% Tav PC Manip 125 1N out &2 '+ DUT
Thesis problematic =
P GND1 Ll GND | GND 1FS 21N a
SAM3X8E microcontroller = z 2
(a2}
Data set Creation Tenma 72-8690A / = g SAM3X8E
- Laser testing i = ‘
- Simulation i;%
O‘
a

PC_Laser
PC Laser

Anomaly detection toolbox
- Data Set presentation
- Classification

Work in progress

Laser bench, CNES Toulouse
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Data Set creation

Laser testing

Context = ’ : >  We found 2 types of faults during the laser testing
- Space radiation : : ‘ : : g = Current faults
- SEE TR o = LatCh'Up

- Monitoring

Thesis problematic
SAM3X8E microcontroller

Data set Creatlo_n 120 , , : : : 180 . . . . .
- Laser testing
- Simulation IR
- - <o 100 - | 160 -
Anomaly detection toolbox
- Data Set presentation 140 |
- Classification . 80 A
. < T
Work in progress £ E 120+ \
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Data Set creation

> Matlab data generator

Context = Generates random data
2;;% radiation SetS

Venirng = Multiple configurations
possible

Thesis problematic
SAM3X8E microcontroller

Data set Creation
Laser testing
Simulation

Anomaly detection toolbox
Data Set presentation
Classification

> Not a model based
generator

= Not representative of
reality

= Mainly used to test
statistical features

Work in progress
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Simulation

trainSet_consumption_current

100 4
= with latch-up
— without latch-up
BD -
< |
E®
=
=
E
5 40 1
(o]
20 4
o T T T T
o 2000 4000 BOO0 8000 10000
Time (s)
testSet_consumption_current
— with latch-up
P without latch-up
T 60
E
=
2
5 40 1
(]
20
0 - T T T T T
o 200 400 600 800 1000

Time (s)

Anomaly Detection for Radiation Hardening of Space Electronics



4l

Anomaly Detection Toolbox

Data Set presentation

> 4 example data sets
= Simulated and real data sets
S = Training and test sets

- Space radiation

I
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Anomaly Detection Toolbox

Data Set presentation

> Working on Features of simulated data set
Contex both data sets

Space radiation f Train_Scaled_Stats
SEE O r

Features of real data set

Train_Scaled_Stats
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Context
Space radiation
SEE
Monitoring

Thesis problematic
SAM3X8E microcontroller

Data set Creation
Laser testing
Simulation

Anomaly detection toolbox
Data Set presentation
Classification

Work in progress

Anomaly Detection Toolbox

> Classification

5 implemented

algorithms
Up to 3classes
* normal
current
 latch-up
current
* transitory
phase
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Current
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Classification
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Training on real data set
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Context
- Space radiation
- SEE
- Monitoring

Thesis problematic
SAM3X8E microcontroller

Data set Creation
- Laser testing
- Simulation

Anomaly detection toolbox
- Data Set presentation
- Classification

Work in progress

Anomaly Detection Toolbox

>

Current

Latch-up case
= Anti latch-up system > Learning
algorithm
pLatch-up case

=  Learning algorithm > Anti latch-
up system

600 4

oo s 100 1

600
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400 1

300 4

200 1

Classification

Results on simulated data set

Anti latch-up system

[+ W]
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Learning algorithm

SVM
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100 4
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571
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Results on real data set

Anti latch-up system
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Work In progress

> Next steps

> With Classification

algorithm = Non/semi-supervised learning
Contert e ratiation = Hypothethis of » Clustering
o= known defect « DyClee
" Add more normal class
R e In reality, we do not * Neural Network to Improve
have latch-up learning of normal behaviours
s information
- Classification Kmeans Clustering Multiple normal labels
Work in progress ‘ __ @ Centroids s
Semi-supervised 6 . i
learning .,
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Work In progress

Example of
radiation e SAM3X8E Microcontroller

Context sensitive device
- Space radiation
- SEE
- Monitoring

Thesis problematic

SAM3XS8E microcontroller e Software simulation

e Radiation/laser tests

Data Set creation

Data set Creation
- Laser testing
- Simulation

Anomaly detection toolbox
- Data Set presentation
- Classification

e Supervised learning for
proof of concept

e Semi-supervised learning as
in real life cases

e Neural Networks

Anomaly

Work in progress detection using

learning
algorithms

Methodology

Comparison with
currently used
techniques
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Context
Space radiation
SEE
Monitoring

Thesis problematic
SAM3X8E microcontroller

Data set Creation
Laser testing
Simulation

Anomaly detection toolbox
Data Set presentation
Classification

Work in progress
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