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Abstract—Energy consumption has increased drastically at
global scale due to the growing urbanization in cities. Energy
efficiency in smart buildings can be achieved by introducing a
context-aware Internet of Things (IoT) approach, where sensors
can learn from their surrounding environment to control the
actuators in a coordinated network. However, the IoT network
requirements are constantly changing in unpredictable fashion,
which needs faster and frequent on-demand network reconfigu-
ration. Software Defined Network (SDN) has been envisioned
as a new approach to enable a flexible and agile network
programmability in diverse IoT scenarios. However, the focus has
primarily been on the design of the SDN computation logic, i.e.
controllers, while the dynamic delivery and operations service-
inferred IoT resource allocation has been postponed.

To fill this gap, this paper proposes a comprehensive architec-
tural design that is devised to empower SDN-enabled Context-
Aware IoT systems and networks to create efficient energy
management in smart buildings. We investigate the provision
of NFV IoT functions to support distributed automation and
orchestration on IoT devices, and we present a context-aware
approach to gather, filter and process data from sensing data in
campus buildings. We provide a proof of concept to demonstrate
successful deployment and provisioning of virtualized services in
the context of Smart Campus research project.

Index Terms—Energy efficiency, Smart Building, Software
Defined Networking; Internet of Things; Context-Awareness;
Service Function Chaining.

I. INTRODUCTION

Buildings account for over one-third the global final energy
consumption [1] [2] and nearly 40% of total direct and
indirect CO2 emissions [3] in many countries [4]. Energy
demand from buildings continues to rise, driven by improved
access to energy in developing countries, greater ownership
and use of energy-consuming devices, and rapid growth in
global buildings floor area. In particular, most university
campuses hold their own distributed energy resources that are
reconfigured to operate as micro-grid. Academic campuses are
great contributors to energy consumption as lighting represents
31% and space heating accounts for 28% of total energy
use [5]. Consequently, governments and industry are exploring
new research directions and utility-driven energy improvement
programs to drive advances in energy-efficiency. They promote
the best policy practices motivating the awareness of society to
become energy conscious and adopt energy conservation and
energy efficiency measures. They also leverage diverse Internet
of Things (IoT) technologies such smart meters, embedded

sensing and networking at various levels of power micro-
grids to achieve energy saving and information sharing among
sensing devices and actuators.

Despite the promise, recent behavioral studies [6] have
shown that it is still a challenging issue to incentive human
behavior from an energy perspective [7]. For example, in
campus housing and residential education buildings, which
represent 9% of operating micro-grids [8], users are often
unaware that changing their daily routines (e.g. doing laundry
by night or setting at maintenance temperature their Heating
Ventilation and Air-Conditioning (HVAC) equipment’s, turn-
ing off unnecessary lighting and projectors, etc.) could impact
their energy consumption patterns. Consequently, achieving
energy efficiency goals despite the challenges of changing
users habits becomes a key challenging issue.

Additionally, power micro-grids generate enormous
amounts of raw data from different zones in buildings.
The heterogeneous and dynamic aspects of IoT sensors
generating these raw data pose major challenges for the
underlying network by requiring support for handling
heterogeneity, dynamic changes, device discovery as well
as context-awareness. Existing standardized communication
protocols [9], such as IEC 61850, IEEE P1547.8, and Modbus,
are designed in isolation to solve a specific problem and are
often retrofitted to address a new requirement. They often
lack the right abstractions that address the interoperability
requirements of IoT communication. Thus, if network
resource utilization is a concern, the network must be flexible
enough to be reprogrammed in accordance with any change
in IoT application needs. Current network provisioning
approaches neither address the dynamicity of IoT applications
nor care about resource utilization. Therefore, in order to
implement an efficient energy management system, collected
data should be reasoned to unearth knowledge and reflect a
meaningful context [10]. Besides, aggregating heterogeneous
sensory data from different types of sources needs an agile
infrastructure that embraces message brokers, context-aware
framework, virtualization and softwarization for flexible,
cost-effective, secure, and privacy-preserving IoT deployment
in smart micro-grids.

To address these key challenges, Software Defined Network
(SDN) [11] and Network Function Virtualization (NFV) [12]
show a significant promise in meeting micro-grids needs [13].
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SDN can achieve fine-grained resource management, enforce
traffic forwarding policies and keep the micro-grid network
overhead as simple and minimal as possible. SDN can also
solve interoperability issues in smart micro-grids communica-
tion, as it can deal with heterogeneous devices exchanging data
formats and diverse protocols for M2M data exchange. It can
also improve cooperation and capability mismatch between
IoT devices to handle simultaneous connections of various
communication technologies. The combination of SDN and
NFV allows increasing the efficiency and capacity of smart
micro-grid networks without radically making change at the
hardware level.

In this paper, we introduce an intuitive system, less com-
putation intensive, easy to implement on small modular low-
cost Single Board Computer like Raspberry Pi, and amenable
to online adaptation to the variations in ambient temperature,
solar heat input through windows, etc. First, We present a
novel IoT network virtualization approach based on SDN/NFV
to offer a high degree of automation in service chaining
delivery for IoT devices. Second, We introduce an IoT data
model that provides a data collection facility to accommodate
HVAC sensors and actuators. Third, we define a powerful
approach to allow smart devices understanding their own
context and adapt themselves "on-the-fly" for optimal energy-
efficiency and performance under all communication scenario.
Finally, we present a prototype implementation to show the
proposed architecture framework can be deployed in smart
campus buildings using low-cost hardware and lightweight
Docker virtualization.

The remainder of this paper is organized as follows: Sec-
tion II describes the related work on context-aware energy
management IoT systems and highlights the use of SDN
for context IoT data delivery. Section III devolves into the
proposed architecture, which integrates our context-aware al-
gorithm into a SDN infrastructure to realize efficient energy
management in the network edge. Section IV presents the
details of a proof-of-concept implementation along with two
use case which will benefit from the proposed architecture.
Section V presents concluding remarks alluding to lessons
learned and future work.

II. RELATED WORK

Service oriented middleware has been introduced for inte-
grating heterogeneous IoT domain context data into a unified
context broker. For example, a context aware sensing ap-
proach for efficient energy communication in IoT is described
in [14] to allow IoT devices learning contextual information,
e.g. channel conditions, QoS demand, battery condition, etc.
from their own experience and adapt themselves "on-the-
fly" for optimal energy efficiency. Additionally, a semantic
reasoning system based on Semantic Web technologies was
proposed [15] [16] to facilitate interoperability among diverse
IoT applications operating in a realistic context-aware envi-
ronment. Likewise, [17] introduced a Semantic Web server for
logging temperature values and store the gathered raw data in
a time-series database. The CAEMS framework [10] uses an

off-line ontology model for sharing the context knowledge on
behalf of the energy consumption, and predict the expected
future context information based on the historical data values.

Furthermore, SDN has been used as a context-aware net-
work service layer to improve energy savings. For example,
Rahman et al. [18] introduced the DistBlockBuilding frame-
work that combines SDN and blockchain to improve energy
consumption in smart building system. Du et al. [19] extended
the OpenFlow model to IoT gateways at the network edge
to attach contextual information to OpenFlow packet header.
Kathiravelu et al. [20] introduced the Cassowary middleware
based on AMQP as a northbound binding to integrate sensing
devices into the SDN network seamlessly. An AMQP bro-
ker extracts features available from sensing devices such as
motion, temperature or humidity detection and uses a context
awareness reasoning model to filter and process the collected
raw data. Nova et al. [21] introduced the Capillary Network
Platform for interconnecting and virtualizing IoT devices over
the cellular backbone.

Nonetheless, these contributions lack of a precise context
reasoning model since the context is not well-defined or
vaguely introduced. Our approach provides an efficient data
aggregation and data query to enable centralized topology view
that can be leveraged by multiple data-driven IoT applications.
Our approach leverages NFV and SDN to virtualize the un-
derlying smart micro-grid network by deploying IoT functions
into software packages, assemble and chain them whenever
required to deliver chained services to IoT devices. It also
makes use of machine learning and data analytics for context-
aware data processing, filtering, aggregation, and mining to
capture the knowledge and generate high-level abstracted
context information. Thus, our approach can be used to react
and trigger specific events to change the behavior of IoT
devices, e.g. automating and adapting the indoor lighting,
closing curtains, switching off the light, ensure the comfort
level by controlling the HVAC equipment’s, etc.

III. DESIGN AND IMPLEMENTATION OF THE PROPOSED
SOLUTION

This section presents the architectural details of our pro-
posed solution to realize our SDN-enabled efficient energy
management system.

A. Architectural Overview
Figure 1 illustrates the architecture of our framework, which

is composed of three layers: at the bottom, is the perception
layer, which comprises the sensing layer and the aggregator.
The sensing layer encompasses all smart IoT sensors, e.g.
temperature, humidity, air quality sensors, and the HVAC
actuators, which have direct connectivity to the network via
short range PAN technologies such RF, Bluetooth, ZigBee, etc.
Aggregator sinks collect data from sensing layer and act as
bridges between the reste of sensing nodes and IoT gateways,
which act as a network proxy with the rest of the network.

Next, we have the fog layer, which is located in single
hop proximity of the IoT sensing devices and include all the
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TABLE I: Daily Occurring User Activity in smart residential building

Activity Sleep Use
Laptop

Study
in office

Watch
TV

Read
Book

Play PS Prepare
food

Washing
clothes

No One
at home

Occurrence % 33 10 8.3 12.5 6.8 7.1 9.2 4.3 8.8

Docker Network Driver Plugin services. The SDN controller
can manage the whole Home Area network. The controller
monitors link states periodically via the link layer discovery
protocol and creates the network topology. Additionally, the
approach we develop in this paper allows slicing the Home
Area network into several separated logical networks, each
network partition can deal with different QoS requirements.
For example, a network partition with strict QoS requirements
can be configured for CCTV Camera and video streaming, etc.

This result of architecture can successfully discover a lot
of useful data from the AR model. It also success in cre-
ating several separated logical networks, which improve the
network agility, availability and performance. Moreover, the
proposed architecture performs energy saving by automatically
switching ON/OFF unnecessary home appliances based on
the context-awareness and AR models. The SDN controller
collect useful data for context-aware service provisioning and
manages the forwarding tables of SDN routers to provide com-
fort and assistance to building occupants, and apply powerful
learning models on collected data to derive behaviors that
impact high energy consumption.

V. CONCLUSION

In this paper, we proposed a secure, context-aware, and
QoS enabled IoT architecture framework that leverages key
enablers technologies such SDN, NFV and Machine Learn-
ing, to offer a flexible, efficient, and reconfigurable energy
management in smart buildings. We introduced a IoT service
chaining solution for creating and deploying customizable IoT
services on-demand.

Our solution is designed with reuse in mind and can
easily be adopted in other IoT themes. A wide adoption and
acceptance of this idea will open up new opportunities for
virtualizing IoT systems and applications.
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