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Abstract—In safety-critical systems, integrating machine learn-
ing components (MLCs) presents significant challenges in bal-
ancing safety with functional performance. Engineers strive to
harness machine learning to enhance both system functionality
and safety. However, they face obstacles in ensuring sound safety
assurance for these machine learning components. This paper
proposes a novel architecture that distinguishes between two
roles: the safety-player, which is responsible for making critical
safety interventions, and the counter-player, which focuses on op-
timizing functional performance. By permitting the safety-player
to intervene only when absolutely necessary, the counter-player
is allowed greater freedom in its operations. This separation not
only improves performance but also maintains safety, fostering
a more effective interaction between safety, comfort, and overall
system utility.

Index Terms—safety, utility, safety architecture, safety monitor,
automated driving systems

I. INTRODUCTION

The safety of machine learning components (MLCs) is of
paramount importance, and safety monitors are essential for
ensuring their safety. However, a significant drawback of these
monitors is their often overly conservative nature, which can
lead to a substantial reduction in overall system performance.
This conservativeness arises from the necessity for safety
monitors to maintain simplicity but also from compromises
that often mix safety with comfort instead of allowing for a
clear separation of concerns.

To illustrate the latter point, consider the example of braking
distances. When these distances are determined, considerations
for passenger comfort can lead to a deceleration that falls
well below the vehicle’s physical capabilities. If we were to
disregard comfort and even accept the possibility of minor
accidents —as long as no one is harmed— we could unlock a
greater degree of operational freedom. While the aim is still to
avoid permanent harsh braking maneuvers or accidents, such
occurrences could be framed as a reliability issue, assuming
we ensure that the risk of harm remains at an acceptable level.

Furthermore, technologies like machine learning can greatly
enhance our understanding of the driving environment, con-
tributing to tactical safety. For instance, the vehicle could
predict whether a car in front is about to turn onto another
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road or analyze brake lights and traffic signals to forecast
traffic flow. While this would allow for a more anticipatory
and tactical style of driving, similar to that of a human driver,
integrating advanced machine learning and the necessary
perceptual capabilities into the safety-critical path remains a
challenging task.

Therefore, the main question we are exploring in this paper
is whether a stricter separation between comfort and reliability
versus actual safety can create the necessary freedom to
minimize safety measures. This would allow us to utilize
sophisticated capabilities within the reliability path to optimize
the system’s utility without compromising safety.

This paper presents initial ideas for a novel counter-player
architecture pattern, which introduces concepts that diverge
from established paradigms. Although these ideas are still in
their early stages of development, they offer a fresh perspective
on the topic. The counter-player pattern features two distinct
participants: the safety-player and the counter-player. The
safety-player is designed to intervene only at critical moments,
employing the most severe countermeasures -—such as maxi-
mum deceleration—- when reaching a true point of no return.
On the other hand, the counter-player adapts the system’s
functionality to optimize utility, which may include factors
like traveling speed, driving comfort, or minimizing jerk. Most
importantly, when the safety-player intervenes, the utility is set
to zero. Hence, the counter-player counters the safety-player
to maximize utility by continuously adapting the system to
improve performance while minimizing the probability of the
safety-player’s intervention.

By clearly separating the safety-player from its counter-
player, we establish a distinct safety-critical path. The safety-
player acts as the last line of defense, while the counter-player
functions outside this critical path as a high-reliability compo-
nent. This separation allows the counter-player to leverage so-
phisticated, Al-based perception systems and utilize valuable
information from cloud services —pertaining to traffic, weather,
and more— without the same stringent safety requirements.
While there remains a strong emphasis on reliability, this
pattern enables us to avoid the complexities and uncertainties
associated with components within the safety-critical path,
paving the way for innovation and enhanced performance
using MLCs while carefully considering the interplay between
safety and comfort.



II. THE PEOPLE MOVER USE CASE

To further illustrate the idea of the counter-player pattern,
let’s consider a simple use case involving a people mover
system designed to serve as a VIP shuttle service. This shuttle
can transport up to four passengers at a maximum speed of
15 kph and operates exclusively within a private campus,
facilitating travel between a parking lot and a visitor center. To
enhance safety, the system ensures all passengers are securely
fastened in their seats for maximum deceleration.

One of the primary challenges faced by this system arises
from conventional safety mechanisms that require the shuttle
to stop frequently or significantly reduce its speed when
pedestrians may cross its path. This conservative behavior is
mainly due to the absence of designated walkways. When
pedestrians approach the shuttle, its safety system often trig-
gers an automatic stop or a substantial slowdown. Given the
shuttle’s role in transporting VIPs, the engineers decided that
there was a pressing need to limit maximum deceleration,
which resulted in earlier braking interventions.

To address these challenges, we could analyze known walk-
ing patterns in the environment, enabling the shuttle to antic-
ipate where pedestrians are likely to cross. The shuttle could
incorporate the ability to actively interact with pedestrians by
assessing their gestures, facial expressions, and eye contact.
This would allow the shuttle to react in a manner similar
to human drivers navigating shared spaces, engaging in non-
verbal communication and predicting pedestrian movements.
However, implementing these measures would not be allowed
in the safety-critical path, as they heavily rely on potentially
unsafe machine learning and potentially unsafe data. This is
where the counter-player architecture comes into play.

III. THE COUNTER-PLAYER ARCHITECTURE
A. Separation of safety and comfort

In the counter-player architecture, a clear design decision is
made to separate safety from comfort, ensuring that the safety-
player is exclusively focused on pure safety. This separation
provides the necessary freedom for the counter-player to
optimize the system’s functional performance. The safety-
player is programmed to intervene only at the last possible
moment, focusing solely on bringing the vehicle to a safe state
without considering comfort factors. While this might lead to
more abrupt and harsh braking maneuvers, it streamlines the
safety strategy by implementing a basic perimeter check with
a reduced intervention radius that dynamically adjusts based
on the shuttle’s speed. To reduce the likelihood of these last-
moment interventions, the safety-player provides continuous
alertness values. These values offer real-time feedback on the
proximity to an intervention threshold, allowing the counter-
player to make more gradual adjustments.

The counter-player, on the other hand, can utilize all the
sophisticated approaches mentioned above since it operates
outside the safety-critical path. It continuously gathers data to
adapt the shuttle’s speed and trajectory to optimize operational
efficiency. This means that travel time between the parking lot

sense
——> Counter-Player

Tmoni(ors ladapls
safe

sense ) R act
Main Function —>

Talems

safe
sense act
——>|

Safety-Player

Context

Fig. 1: Basic Architecture of the Counter-Player Pattern.

and the visitor center is minimized, while the likelihood of
sudden braking by the safety-player is concurrently reduced.
By decoupling advanced technologies in the counter-player
from the safety-critical path, the system can leverage innova-
tive technologies without compromising safety.

The starting point, as shown in Figure 1, does not signif-
icantly differ from other safety-related architectural patterns,
such as safety cages [1] or a simplex architecture [2]. In a
typical automotive system, the main function would be the
main driving function, while the safety-player functions as a
safety monitor or safety envelope, similar to the monitors used
in Responsibility Sensitive Safety (RSS) [3]. Additionally,
the safety-player implements a minimum-risk maneuver to
bring the vehicle to a safe state. We assume that the safety-
player dynamically adapts to the current context, such as the
vehicle’s operational context, as realized in approaches like
adaptive RSS [4]. This adaptability enhances the system’s
permissiveness, but it is not the primary feature of the counter-
player pattern.

Instead, the key novelty lies in adding a counter-player that
continuously adapts the main function in order to maximize
the function’s functional performance while minimizing the
probability of an intervention by the safety-player at the same
time. While the pattern, therefore, may suggest game theory,
where one player competes against the other, we opted for
a more conservative approach, maintaining the idea of the
counter-player competing against the safety-player.

B. Self-adaptation

There are various approaches designed to develop or train
the main function in a way that counteracts the safety compo-
nent [5]. However, this can introduce implicit complexities
to the main function that are difficult to verify and may
result in unexpected interferences. In contrast, the counter-
player pattern requires a distinct counter-player that is clearly
separated from the main functionality. This decreases the
chances of interference with the safety concept and makes
it easier to assure the counter-player’s reliability.

As illustrated in Figure 2, we realize the interaction between
the counter-player and the main function as a self-adaptive
system [6]. In this context, the main function serves as the
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managed system, responsible for implementing the actual
functionality, while the counter-player acts as the managing
system that facilitates the adaptation behavior. This means that
the counter-player competes with the safety-player by contin-
uously adapting the main function. To this end, the counter-
player utilizes the established MAPE-K cycle [7], which starts
with continuously monitoring the context and the main func-
tion. Since the counter-player is a highly reliable component,
but not part of the safety-critical path, we can utilize complex
and sophisticated perception systems along with infrastructure
data in this monitoring step. Then, the counter-player analyzes
whether further optimization is necessary or if the probability
of intervention from the safety-player becomes too high. If an
adaptation is necessary, it further evaluates potential adaptation
variants, selects the most promising one — aiming for maximal
performance at an acceptable probability of a safety-player
intervention — and then plans and executes the adaptation. All
of these steps rely on knowledge representation, typically using
models that are available at runtime, enabling the system to
reason about valid and purposeful adaptations.

The counter-player can only adjust the main function within
a specific adaptation space. This space can be quite limiting if
we define explicit operation modes, such as various perception
or planning algorithms, as only one example. Alternatively, it
can be more flexible if we additionally allow for adaptations to
the algorithm’s parameters, such as maximum speed, minimum
distance to obstacles, etc. By this means, the adaptation
becomes explicit, which is essential for mastering the resulting
complexity.

Different approaches exist for creating a self-adaptive sys-
tem that utilizes the MAPE-K cycle. However, a crucial
aspect of the counter-player pattern is the analysis step, which
identifies the best adaptation variant for a specific situation.
This step optimizes the main function by adapting it to the
optimal adaptation variant, maximizing its functional perfor-
mance while simultaneously reducing the risk of intervention

from the safety-player. Hence, the key to understanding the
counter-player primarily lies in the analysis step.

C. Counter-Player: Analysis

The analysis step relies on sophisticated monitoring of
the system’s context and serves as an optimization task that
must be performed at run time. Given the current state and
capabilities of the main function, as well as the vehicle’s
operational situation, the analyzer must identify an optimal
configuration within the adaptation space. This configuration
should maximize the system’s performance while minimizing
the likelihood of a safety-player intervention.

One approach would be the explicit modeling of different
variants in a variational safety concept [8] and selecting
the most appropriate variant at run time. While this method
offers complete control and simplifies assurance, it remains
somewhat restrictive and does not fully utilize the freedom
that the pattern aims to provide for the counter-player.

In our use case, understanding and predicting the behav-
ior of other traffic participants is essential for optimizing
the shuttle’s performance. To minimize unnecessary stops or
slowdowns, we can analyze statistical data regarding typical
pedestrian paths on campus. By enhancing this data with
insights from individual pedestrians’ previous trajectories,
gestures, facial expressions, and other relevant factors, we
can significantly improve our system’s effectiveness. This
approach allows us to derive accurate probabilities of pedes-
trians crossing the shuttle’s path. However, integrating all this
technology into the system’s safety-critical framework would
present currently unsolved challenges. However, as long as
the manufacturer is confident in the reliability of this data and
the required machine-learning components, we can incorporate
them into our counter-player since it remains outside the
safety-critical path.

Considering the complexity and high dimensionality of
tasks involving human interactions, a typical conservative
solution that analyzes the adaptation space based on explicit,
manually defined Boolean rules would not be effective. On the
other hand, learning a machine learning model that analyzes
the adaptation space might reveal an unbeatably high peak
performance. However, it would be very difficult to build con-
fidence in its reliability. As an intermediate solution, analysis
models of self-adaptive systems can be realized using Fuzzy
Inference Systems [4] or Bayesian Networks or comparable
stochastic models [9]. Defining such models manually, would
however be very labor intensive and still too rigid. In order
to combine the best of both worlds, we use reinforcement
learning (RL) [10] to learn a fuzzy-based analysis model.

Using RL, we aim to develop an analysis model that offers
the best adaptation policy 7 in a given situation, optimizing
a value function. In our case, the value is defined by a utility
function u — [0, 1], which considers two factors: First, it
includes the system’s functional performance p — [0, 1]. This
p could incorporate various metrics, such as the time needed
between the parking lot and the visitor center, the jerk during
driving, a lateral acceleration profile, or any other criteria we



choose to define good functional performance for our system.
Second, it includes an alertness value « € [0, 1], which reflects
the proximity to a safety-player intervention. The safety-player
would intervene when o > €,,. Our utility function can then be
defined as u = p- (1 — «). This means that, regardless of how
high the functional performance p may be, the utility u will
approach zero if the alertness « is high. Therefore, the safety-
player does not merely implement a binary guard to indicate
whether or not intervention is necessary; it also provides an
additional output in the form of an alertness value «.

We further assume that our system and its context are
too complex to have an explicit model that specifies how
an adaptation in a given state impacts utility. This is why
we apply a model-free learning approach and hence need to
apply Q-learning [10], where we learn a Q-function Q(s,a).
This Q-function takes the current state s = sg U s¢ as its
first input, which is a combination of the system’s internal
state sg and the state of its context s¢, i.e., the system’s
operational situation. The second input is an action a that is
valid in the current state s. In our case, the action a refers
to an adaptation action through which the counter-player can
adapt the managed main functionality. As mentioned before,
we realize this Q-function as a Fuzzy Inference System (FIS)
[11], which we refer to as Qpuszy. To train Qpyzzy, We
can leverage simulations. We expect that the simulation-to-
reality gap will be manageable, as we do not train at the
perception level and can account for uncertainties in the
perception chain, which are inherently modeled using Fuzzy
Logic. We train (Qpy..y by applying various actions a in
a given state s across multiple simulation runs. Using our
utility function u, we can calculate a reward for each step
and determine the total value for the entire simulation run.
To this end, we can employ established methods for learning
fuzzy systems, as applied in similar settings in [12]. This
process gradually enhances @ ruzzy($,a), ultimately leading
to accurate predictions regarding the overall utility of selecting
action a in state s.

Once we have learned Qpuy..y, the analysis step of our
adaptation manager at runtime can be streamlined. We take
the current state s, as provided by the monitoring step, to
determine an optimal adaptation strategy 7* for that state, with

7 (s) = argmax, Qpuzzy (s, a).
IV. CONCLUSION

There are still many unanswered questions, such as whether
we can ensure safety while removing all safety margins from
the safety-player, and whether the additional freedom granted
to the counter-player justifies the added complexity. However,
the potential of advanced machine learning (ML) approaches,
like comprehensive scene analysis, to enhance safety and per-
formance is enormous. Moreover, the rapid pace of innovation
has led to the development of even more powerful techniques,
such as foundation models, which we are currently unable
to utilize due to safety concerns. The counter-player pattern
could provide us with entirely new possibilities, allowing us to
leverage new technologies outside of safety-critical paths. This

would enable us to gather sufficient data and experience to
incorporate these technologies into safety-critical areas in the
future. For these reasons, we believe it is worthwhile to discuss
this progressive approach that balances functional performance
and safety.
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