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Résumé

Avec le développement de la science et de la technologie, le processus
d’industrialisation continue de s’accélérer. La demande de sécurité des systémes géants
modernes augmente également trés rapidement. En tant qu’axes de recherche clés pour
améliorer la fiabilité et la sécurité des systémes dynamiques, le diagnostic des fautes
(FD) et les méthodes de la commande tolérante aux fautes (FTC) ont regu de plus
en plus d’attention. Bien que des résultats trés probants ont été obtenus dans ces di-
rections au cours des derniéres décennies, la théorie du diagnostic des fautes et de la
commande tolérante aux fautes semblent encore insuffisants face aux problémes ren-
contrés lors de la commande des systémes industriels complexes non linéaires de grande
taille. Par conséquent, les études concernant le diagnostic des défauts et les théories
de FTC doivent continuer a se developer pour garantir la sécurité et la stabilité des
systems industriels.

Dans cette thése, nous avons fait quelques extensions a la méthode de FTC basée
sur ’approche des modéles multiples et nous avons proposé plusieurs algorithmes de
diagnostic de fautes et de FTC basés sur des stratégies de correspondance de mod-
eles. Ceci dans le but de concevoir des stratégies F'T'C pour des systémes non linéaires
complexes en utilisant des idées et des logiques simples. Plus précisément, l’approche
multi-modéles est d’abord utilisée pour représenter le systéme complexe par un en-
semble de modeéles simples. L’approche classique des modéles multiples est ensuite
étendue en augmentant ses dimensions pour créer un systéme qui peut s’adapter a
différentes situations de défaillance. On obtient ainsi un ensemble de modéles multi-
dimensionnels qui peuvent étre adaptés au systéme réel dans des états normaux ou en
cas de défaillance. La banque de contréleurs multidimensionnelle correspondante est
congue en fonction des paramétres des modéles locaux. Comme les modéles locaux sont
généralement linéaires, leurs contréleurs peuvent étre congus facilement.

Lorsque I’ensemble de modéles multiples multidimensionnels est construit, deux
stratégies de commande tolérance aux fautes sont proposées. La sortie du systéme est
comparée a l'ensemble de modéles pour déterminer l'intervalle dans lequel se trouve
le systéme, puis les contrdleurs, correspondants aux sous-modéles du systéme actuel,
peuvent étre sélectionnés pour effectuer le calcul de la commande. Pour la partie planifi-
cation de la banque de contréleurs, la stratégie classique de commutation ou de mélange
peut étre utilisée. En cas d’utilisation de la stratégie de mélange, la somme pondérée

des sorties des multicontroleurs représente la sortie de la banque de contrdleurs. Les



valeurs de pondération ont également un espace de recherche relativement large. Elles
peuvent étre pondérées linéairement, non linéairement ou sélectivement. Une telle sor-
tie intégrée peut également étre réalisée en deux dimensions, par exemple, au sein d'un
ensemble de contrdleurs et entre des ensembles de contrdleurs tolérants aux fautes.

Inspiré par le concept de modéle adaptatif, une approche multi-modéles a deux
couches est utilisée comme base pour développer la stratégie FTC. Les paramétres
des modeéles sélectionnés dans ’ensemble de modéles multiples multidimensionnels qui
représentent les parameétres des modeéles intégrés dans 1’ensemble de modeéles multi-
dimensionnels multiples qui représentent le systéme réel sont utilisés pour initier les
modéles adaptatifs afin de se rapprocher du systéme réel avec des parameétres incon-
nus. le systéme réel est utilisé pour lancer les modeéles adaptatifs pour se rapprocher
du systéme réel avec des parameétres inconnus. De cette maniére, on peut atteindre
lobectif du contréle du systéme en identifiant ses paramétres. Un module de diagnostic
de défauts permet la surveillance du systéme en temps réel et détermine son domaine
de fonctionnement dans l'ensemble de modéles multiples a deux couches est congu.

Lorsqu'un changement important est détecté, le bloc du diagnostic ndique un dé-
faut. L'information sur le défaut est transmise au module de la commande tolérante aux
fautes, qui lance un processus d’adaptation pour faire correspondre le systéme réel aux
parameétres des nouveaux modéles. Dans cette situation, un contréleur supplémentaire
est défini pour corriger et atteindre lobjectif du controle.

Plusieurs simulations démontrent 'efficacité de la stratégie FTC d’adaptation de

modéle proposée pour différents systémes.

Mots clés: diagnostic de défauts, commande tolérante aux fautes, correspondance de

modéles multiples, contréle adaptatif
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Abstract

With the development of science and technology, the industrialization process con-
tinues to speed up. The demand for the safety of modern giant systems grows very
fast, too. As key research directions to improve the reliability and safety of dynamic
systems, fault diagnosis and fault tolerant control (FT'C) methods have received more
and more attention. Though very rich results have been achieved in these directions
during the past decades, fault diagnosis and fault-tolerant control theory still seem to
be weak when facing high nonlinear complex industrial systems that iterate even faster.
Otherwise, the most advanced creations of science and technology like space shuttles,
and civil air-crafts, would not encounter disasters like explosions or crashes. Therefore,
fault diagnosis and F'T'C theories must keep pace with the fast-changing world to ensure
safety and stability.

In this thesis, we did some extensions to the multiple model approach based fault
tolerant control method and proposed several fault diagnosis and FT'C algorithms based
on model matching strategies. This is under the consideration of designing FT'C strate-
gies for complex nonlinear systems using simple ideas and logic. Specifically, the mul-
tiple model approach is first used to represent the complex system by a set of simple
models. The classical multiple model approach is then extended by increasing its di-
mensions to create a system that can adapt to different faulty conditions. This results
in a multi-dimensional multiple model set that can be adapted to the real system in
normal states or under faults. The corresponding multi-dimensional controller bank is
designed according to the parameters of the local models. Since the local models are
generally set as linear ones, their controllers can be designed easily.

When the multi-dimensional multiple model set is constructed, two model matching
fault tolerant strategies are proposed. For the traditional system, its output is compared
with the model set to determine the interval in which the system is located, and then
the controllers, corresponding to the sub-models which are matched to the current
system, can be selected to conduct the control calculation. For the controller bank
scheduling part, the classical switching or mixing strategy can be used. When using
the mixing strategy, the weighted sum of the multi-controller outputs represents the
output of the controller bank. The weighting values also have a relatively large research
space. They can be linearly weighted, non-linearly weighted, or selectively weighted.
Such an integrated output can also be performed in two dimensions, e.g., within one

controller set and between fault tolerant controller sets.
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Inspired by the concept of adaptive model, a two-layer multiple model structure is
used as the basic framework to conduct the FTC strategy. In the actual operation,
the pre-defined local models set is like a source pool. Parameters of the interval vertex
models selected from the multi-dimensional multiple model set that encloses the actual
system are used to initiate the adaptive models to approximate the actual system with
unknown parameters. In this way, it achieves the purpose of controlling the unknown
system while identifying it. A fault diagnosis module monitors the actual system in
real time and determines its operating interval within the two-layer multiple model set.
When a big change is detected, it indicates a fault. The fault information is transmitted
to the fault tolerant module, which initiates an adaptation process to match the actual
system according to the new vertex models parameter. Here, an extra controller is
set to the reference model in this process to achieve the control goal by following the
original reference while the adaptation process approximating the actual system.

Several simulations demonstrate the effectiveness of the proposed model matching

FTC strategy for different systems and are worthy of promotions and further study.

Key words: fault diagnosis, fault tolerant control, multiple model matching, adap-

tive control
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Chapter 1
Introduction

Modern technologies have achieved a very high level in the domain of automatic control,
which brings us with the comfortable life and high efficiency industries. However, safety
is one of the fundamental aspect in our daily life. Great amount of efforts should be

put on to the researches and measurements for ensuring safety.



1.1 Motivations of this thesis

As is known to all, human beings have experienced 3 main industrial revolutions. The
first one is mechanization which occurred in the 19t century. For the second one
that took place in the early 20" century, we knew how to generate and use electricity.
After the third industrial revolution in the late 20" century, we entered the digital
era. Now, our world is in the period of the ongoing fourth industrial revolution (or
Industry 4.0). Through out all the history of the development of science and technology,
one thing in common is that the newly invented systems are getting more and more
complex. For example, transportation vehicles changed from steamers to high speed
trains, from double wings to space shuttles, etc. Two hundred years ago, goods were
produced through small workshops. Now we have super giant factories which are highly

automated like in Tesla.

As human beings enjoying the comforts and conveniences that the development of
science and technology brings to us, numerous losses of lives and properties in serious
accidents, for instance, the failures of the space shuttle missions of the Challenger
and Columbia, the nuclear plant explosion in Chernobyl, the recent two crashes of
Boeing 737 Max, and the newly accident of auto-drive cars, etc., keep reminding us just
how important the securities of modern systems are! It is claimed that petrochemical
industry of the United States suffers from losses of 20 billion dollar every year due to
poor management in abnormal situations [57]. One extra example, which can lead to
a reduction of reactor power output by as much as 3% in the U.S., is the sensors drift
of feed water flow in steam generator [43]. It’s reasonable that we chase for a better
life by developing science and technologies. However, safety is one of the basic issues
that should be assigned a lot of works to account for. Cause no one wants to work in
an in-secured environment nor entertain while facing the safety risk. Security demand

is getting stronger and stronger.

The discipline of automation plays a key role in this new revolution as it is the
base of many popular technologies and new trends like artificial intelligence, internet
of things and smart manufacture, etc. Accompany with the quick development of the
highly automatic systems, their safety issues are becoming more and more significant.
Researches in fault detection and isolation (FDI), fault detection and diagnosis (FDD),
fault tolerant control (FTC) are focusing on the safety direction. These studies maintain
the safety issues in two levels. For the first, FDI and FDD concern about the supervision
of the system in real-time. They will use model-based or data driven approaches to

constantly watching the system and give out the diagnosis result when a fault occurs.
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For the second, FTC aims at maintaining the system performance in an acceptable
level under the faulty situation using the information given by the previous step when
it is needed. In this way, we got the basic strategy to handle the security problems of
the modern systems.

However, due to the complexity of modern nonlinear systems, there is not yet
an universal method for the FTC design which can meet the requirements of all the
situations. Researches on the FT'C strategy for nonlinear systems are still demanding
tasks.

1.2 Basic descriptions of the current research

Fault diagnosis focuses on how to detect a fault’s occurrence in a system, determine its
location, type, and calculate the size. The direction of fault diagnosis has received a lot
of attentions in the past decades and has achieved fruitful results in the field of linear
systems. According to the definition of International Federation of Automatic Control
(IFAC) Technical Committee on Process Safety, a fault is "an impermissible deviation
of at least one characteristic or parameter of a system from acceptable/normal/standard
conditions". According to an international authority on fault diagnosis, Professor P.M.
Frank [35], system fault diagnosis methods can be classified as: signal processing-based
methods, model redundancy-based methods, and data-driven methods, as well as a
synthesis applications [T32].

Analytical redundancy based fault diagnosis includes state observer methods, pa-
rameter estimation methods, etc. Using the mathematical model of the target system
and measurable information [T32], such as the current and voltage in the circuit, the
corresponding observers can be designed, and the residuals are constructed from the
difference between the actual output of the system and the output of the observers.
After that, fault detection and diagnosis are achieved by processing, analyzing, and
evaluating the residuals. That is the general design steps of the state observer-based
fault diagnosis [34]. If an accurate mathematical model of the system is available, the
observer-based fault detection and diagnosis method is very effective for fault diagno-
sis. The observer-based fault detection and diagnosis methods for linear systems has a
good theoretical foundation, and its researches have been very mature [T1T] [T0Y] [TT0O].
These researches focuses on the establishment of mathematical models, the improve-
ments of sensitivity to early faults and the robustness to modeling errors, disturbances

and other unknown inputs. For nonlinear systems, most of the observers have been
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designed using methods that linearize in a small range near the operating point. Long-
berg observer, sliding mode observer, high gain observer and adaptive observer are
the most commonly used observers. The fault diagnosis method based on parameter
estimation [68| detects and diagnoses faults based on the system parameters and the
variation of the process coefficients of the response. The method requires the controlled
process to be fully excited and find out the relations between the system parameters
and the process parameters. It therefore has good fault isolation performance.

Because of the supports from rich theoretical knowledge, the analytical model-based
fault diagnosis method has excellent monitoring capability. However, it is sometimes
very difficult to obtain models of complex systems with strong nonlinearity, strong cou-
pling, time-varying and frequent changes in production conditions. Thus it has some
limitations in fault diagnosis of complex nonlinear systems. Signal processing-based
diagnosis methods [2T][TT8] use signal models to extract feature values such as vari-
ance, amplitude, and spectral components by directly analyzing the measurable signal
for the purpose of diagnosing the type and location of faults. Signal-based diagno-
sis methods usually include PARK transform, Fourier transform, wavelet transform,
spectrum analysis, and information calibration [23]. Signal-based diagnosis meets the
needs of complex systems and has good robustness. At the same time, its diagnosis is
fast and sensitive, and it can be diagnosed online in real time, thus it is widely used.
However, this method has problems such as insufficient diagnosis of early faults, weak
fault separation identification ability, and difficulty in selecting the correct fault fea-
ture discrimination parameters due to its non-analytic nature. Therefore, it cannot be
directly used for fault location in most cases. Data-driven fault diagnosis of complex
systems has good adaptability to nonlinear systems [39]. But the industrial data has
the feature that is has more normal operation data and less fault operation data. This
makes the diagnosis system has insufficient data.

"Fault tolerance" is originally a concept in computer system. fault tolerant control
refers to the control that can maintain the system performance or moderate degradation
of performance at an "acceptable" level after a fault’s occurrence. Because of this,
fault tolerant control has received increasing attentions [73][1T9]. The idea of fault
tolerance first appeared in 1971, marked by the concept of integral control proposed
by Niederlinski et al [80] [I3T]. According to the usage of real-time fault diagnosis
information of the system, fault tolerant control is divided into two categories, passive
fault tolerant control and active fault tolerant control [69].

Passive fault tolerant control method has some similarities with robust control [122].

It is often divided into reliable stabilization, joint stabilization and integral control.
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Reliable stabilization targets at controller faults. It uses multiple fault compensators
to stabilize the same controlled object in parallel. In recent years, its related results
are also more abundant [90]. Associative stabilization is essentially the design of a
controller to stabilize multiple models of a dynamic system. Integral control is a fault
tolerant control mainly for sensors and actuators. When the actuator and sensor of
the controlled system fail at the same time, designing a fault tolerant controller to
make the system stable. This means the closed-loop system has integrity. The integral
control design problem is also referred to the controller design problem for simultaneous
stabilization. There are two mainly ways for the design of integral controller: state
feedback based method and parameter space based method.

Passive fault tolerant control is similar to robust control, which is effective only
for a specific range of faults and is relatively conservative. Because it doesn’t requires
FDD section nor control law reconfiguration [5Y], the passive fault tolerant control is
relatively easier to design and implement. In contrast, there are active fault tolerant
control techniques. Active fault tolerant control was first proposed in the 1980s. The
general idea is to combine with fault diagnosis technology and redesign the controller
on-line according to the real-time fault information of the system in order to reduce the
impact of the fault. The fault information is provided by the fault diagnosis unit and
the controller redesign generally includes the following techniques: control parameters
resetting, control law adjustment, and control reconfiguration. Active fault tolerant
control is the most important and the most popular area of fault tolerant control
technology. The premise of active fault tolerant control is fault diagnosis technology,
and the demand for active fault tolerant control greatly stimulates the development
of fault diagnosis technology also, which in turn provides theoretical reserve for the
development of active fault tolerant control with the fruitful results of fault diagnosis
technology.

Among these active FTC approaches, studies on multiple-model based reconfig-
urable control have drawn increasing attentions [T28|. The idea of multiple model
approach was originally proposed in [71] and systematically described in [76]. As the
development of computing devices, parallel calculation of multiple models is no longer a
problem to hardware, which intensively boosts the growth of multiple model approach.
It is not only used for controller design, see [27][75], but is also applied in the domain of
system reliability like fault diagnosis and fault tolerant control, as in [T5][72]. Multiple
model approaches deal with fault diagnosis problems in a way to avoid the complicated
process of observer and controller design of the real system. However, complexities still

exist in integrated controller design for sub-models, especially when the considering
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system is complex and highly nonlinear.

1.3 Main contributions

The main work of the thesis lies in the researches on fault diagnosis and fault-tolerant
control methods. The proposed strategies are then applied to the fault problems of heat
exchanger /reactor (HEX/Reactor), and also the structural fault of power electronics
systems. One effort the thesis made is the nominal model development of the target
heat exchanger/reactor. The heat exchanger/reactor is then studied on both its heat
exchange performances and the features when a typical exothermic chemical reaction is
considered. Based on the idea of classical multiple model approach, the thesis proposes
a multi-dimensional multiple model bank structure considering both nonlinear system
representation and fault scenarios. Start from this structure, the thesis researches on
fault diagnosis and fault-tolerant control by applying model matching strategy. It aims
at carrying out the proposed strategies for nonlinear and complex systems. The main
innovations of the thesis are the following items.

(1) FTC strategy through direct multiple model matching

The two-layer multiple model structure for the target system is constructed based on
its priori knowledge. The construction process considers the nominal states, operating
points, and faulty modes of the system. The fault range is determined after the stan-
dard that it covers the maximum faulty space or it is the maximum diagnosable/fault-
tolerant range. As a result, the system states will fall into the intervals of the model
banks at any time point. Therefore, the sub-model or sub-set of models within the
multidimensional model bank structure that is closest to the current system can be
activated and matches to the actual system with an appropriate weighting strategy.
This matching behavior covers either normal or faulty scenarios. In order to achieve
fault tolerance, the corresponding controller banks are synthesized in the same way to
control the actual system.

The difference between this strategy and previous studies is that it considers both
the multiple model representations of nonlinear systems and multiple model represen-
tations of the system with different fault parameters. The strategy proposed in this
thesis increases the dimension of multiple model banks and builds a library based on
a priori knowledge from both operating points and fault parameters. This makes the
matching process of the models to the real system to be more accurate and fast.

(2) FTC strategy through multiple adaptive model matching
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Starting from the concept of adaptive model in the literature [46], this thesis pro-
posed a multiple adaptive model matching FT'C strategy by incorporating the related
concepts of model reference adaptive control (MRAC). The basic implementation idea
is to firstly construct a multi-dimensional multiple model bank based on a priori knowl-
edge. Then it designs a fault detection module. The strategy determines the vertex
models that encloses the current system in the parameter space by analyzing the actual
system output and the model set output. An accurate matching of the actual system
is achieved by initialize the adaptive models from the vertex models. At the same
time, the strategy designs a controller for the reference model and uses the output of
this controller as the reference input of the adaptive process. In this way, it indirectly
makes the unknown parameter system to be approached while follows the most original
reference input. When a fault occurs, it can be equivalent to a relatively large param-
eter change in the actual system. The fault diagnosis module gives a fault interval in
which the fault-tolerant strategy restarts the above adaptive processes to complete the
fault-tolerant control of the faulty system.

Compared with the previous studies on a single direction, the proposed strategy
can quickly jump to a smaller space when the system has a fault. This is due to the
joining of multi-dimensional multiple model structure. On the other hand, the adaptive
process also ensures the precise approximation of the unknown faulty system. It thus

obtains a more accurate control effect.

1.4 Thesis organization

This thesis is organized of 8 chapters. The first two chapters serve as introduction of
the background techniques. The third chapter reviews the multiple model approach
and then presents the main ideas of this thesis. The following 4 chapters give out the
details and contributions of this study while the last one makes a conclusion of all the
thesis.

Among them, Chapter 1 gives the problem statement, the motivations, outlines of
the contributions and organizations of the thesis.

Chapter 2 focuses on the introduction of fault diagnosis and fault tolerant control
techniques. This chapter talks about the architectures of the strategies and their clas-
sifications. Some well-known methods for FDD, FDI and FTC are also presented and
discussed.

Chapter 3 gives a brief introduction about the multiple model method. It gives
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the steps and philosophy of using this famous engineering approach and discusses also
about how a multiple model structure is obtained. Applications in different occasions
are described in short. This chapter also gives out the main ideas of the thesis on how
to carrying out F'T'C with the proposed strategies.

Chapter 4 introduces the modelling process of an intensified heat-exchanger/reactor.
This reactor is designed by our collaborate laboratory LGC (Laboratoire de Génie
Chimique a Toulouse) and their partner enterprise. This HEX/Reactor combines a
heat-exchanger and a plug-flow reactor in only one unit, which makes it not only meets
the demand of miniaturization and low cost of the chemical plant, but also has better
heat and mass transfer ability. Along with considered highly exothermic reactions, it
becomes a very complex nonlinear dynamic system. Since a part of the motivation of
this thesis is to design an FTC strategy for this HEX reactor, this chapter described
the detailed process for obtaining a nominal numerical model of it. Simulation results
of the final model has been compared with the records of the experiments to check its
modelling accuracy.

Chapter 5 discusses the process of multiple model creation by deconstructing the
nominal model of the HEX /Reactor. Model bank containing simple linear local models
is then achieved by system identification approaches and used to help the corresponding
controller bank design. A two-layer multiple model structure is then constructed by
repeating the system identification process under the consideration of different faulty
situations. Corresponding two-layer multiple controller banks are created using the
information of the models. This chapter also presents the precision of the model banks
toward the corresponding real system and its relationship with the number of local
model in a model bank. The controller tuning process is described in detail, too. This
chapter then presents the direct model matching FTC scheme for the HEX/Reactor
using two-layer multiple model structure. An FDI module is created first. In this
step, unscented Kalman Filter (UKF), for its convenience and accuracy, is chosen to
form the state estimation part of the module. After that, the fault interval can be
determined. Thus corresponding controller banks of the model banks covering the
current faulty system will be activated. Controller scheduler uses mixing strategy to
form a new control signal to the process. In this way the system in faulty situation
is compensated. Several simulation results are given in different situations, like noisy
and noise-free cases, and also different fault scales.

Chapter 6 shows our efforts on introducing and combining the concept of multiple
adaptive model with the currently proposed two-layer multiple model structure. The

objective is to form a novel approach for FTC design. This combination makes the
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new strategy having a feature of soft scheduling. The FDI module will supervise the
real system and give out the index of interval when the fault occurs. By checking
the interval in the two-layer multiple model banks, surrounding local models of the
current system could be determined. These models are set to initiate the adaptation
process. Several adaptive models will have the abilities to converge to the real system
quickly. Under the reference given by the controller of the reference model of the
adaptive models, the adaptation process will assure to meet the original control goal.
Performances of the adaptation process using just one adaptive model and multiple
adaptive models are also compared and discussed. A conclusion that multiple adaptive
models act way better than the single case is then made. In general, this chapter
presents new attempts for the FTC design using multiple model and adaptive control
approach. It can be concluded that the proposed strategy is a promising attempt and
has the potential ability to implement in industries.

Chapter 7 makes a summary of this thesis and points out some potential directions

in this area. Future works are also mentioned and discussed in this chapter.
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Chapter 2

Fault Diagnosis and Fault Tolerant

Control Techniques

This chapter focuses on the introduction of fault diagnosis and fault tolerant control
techniques. It talks about the architectures of the strategies and their classifications.

Some well-known methods for FDD, FDI and FTC are also presented and discussed.
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2.1 Basic concepts

With the development of science and technology, there is an increasing demand for reli-
ability and safety of industrial systems. Therefore, early detection and identification of
all types of potential failures is crucial. In order to achieve fault-tolerant control of sys-
tems and minimize their performance degradation or avoid more dangerous situations
when encountering faults, researchers have proposed many approaches|38|[d7]|[129]. For
example, in 2003, a very complete series of fault diagnosis literature consisting of three
parts reviewed the methods in details [TTT][T09] [TTO]. They classified fault diagno-
sis methods into three aspects: quantitative model analysis, qualitative analysis, and
historical processes. Similarly, [T32] also classified the existing fault diagnosis meth-
ods under the framework of quantitative model analysis and qualitative analysis, and
introduced the basic ideas and typical applications of each method. In [3R][3Y], fault
diagnosis methods were classified into four major categories: analytical model-based
methods, signal processing-based methods, data-driven methods, and hybrid methods.
In [T29][5Y][5], the authors present the classification and methods of fault-tolerant con-
trol. Unlike fault diagnosis techniques that have multiple classifications, fault-tolerant
control is generally classified into two major categories: active fault tolerance and pas-
sive fault tolerance.

Regardless of the classification method, the main purpose of this research direction
is to complete fault diagnosis and fault-tolerance control quickly when a fault occurs in
order to prevent worse effects. In the following paragraphs, we first introduce some basic
concepts, research methods and tools mentioned in the literature, and then present the

current research states of fault diagnosis and fault-tolerant control for dynamic systems.

2.1.1 Basic terminologies and definitions

For the basic concepts and terminologies, most of them have been defined by the
SAFE-PROCESS committee in IFAC[53].

Normal operation state: When the states, inputs and outputs of the system
are all close to its nominal values, we say the system is in normal operation state.
Generally, no faults occur in this situation.

Fault: At least one variable or parameter of the system has unacceptable deviation
from the value in its usual or standard condition.

Failure: The system loses the ability to achieve its designed function permanently.

Error: The difference between the calculated or measured value of the output
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variable and that of the true, specified or theoretically correct value.
Disturbance: The uncontrolled and unknown input that acts on the system.

Residual: It is a fault indicator which based on a deviation between measurements

and model-equation-based calculations.

Qualitative model: Use of statistic and dynamic relations among system variables

and parameters in order to describe a system’s behaviour in qualitative terms.

Quantitative model: Use of statistic and dynamic relations among system vari-
ables and parameters in order to describe a system’s behaviour in quantitative mathe-

matical terms.

Fault detection: Determination of the faults present in a system and the time of

detection.

Fault isolation: Determination of the kind, location and the detection time. It

follows fault detection.

Fault identification: Determination of the size and time-variant behaviour of a

fault. It follows fault isolation.

Fault diagnosis: Determination of the kind, size, location and detection time of a

fault. It includes all the fault detection, isolation and identification sections.

The presented terminologies and definitions may be mentioned repeatedly in the
following sections. Besides these terms, we do a classification of the fault in the next

sub-section to carry out the work of fault diagnosis.

2.1.2 Fault classification

As is mentioned before, when one variable or parameter of the system deviates from
its nominal value evidently, we think there’s a fault. A fault could be in any part of
the system due to the complexity of the system. Thus, there’s different classifications

of the faults according to their locations and behaviours.

Faults are classified into actuator fault, plant fault and sensor fault by their location

of occurrence, as is shown in Figure 2.

Actuator fault: Actuator is defined as module that acts on the system by con-
verting the control signal to acting signal. When the actuator has a fault, the input
control signal will have difference to the actuator output. This deviation may harm the
control strategy to the overall system and lead to a failure to the expected objective.

Generally, actuator fault has 4 modes: floating, stuck, damage and saturation. It is
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Figure 2.1: Fault classification with respect to location

expressed as follows:

U normal state
ku damage, 0 < k < 1, k is the damage percentage
Uout = 4 0 floating  (2.1)
Ug stuck, u,is the stuck angle
Uomin OF Uomaz saturation

where u,,: is the actuator output. w is the actuator input. ugm:n and uom., are the

minimum and maximum output of the actuator respectively.

Plant fault: This is the fault that affect the system itself. It concerns the perfor-

mance deterioration of components due to the inner parameter change.

Sensor fault: Sensors are used to convert physical states into measurable signals
that can be processed by a computer. They are the interface of the system and the
external environment. Therefore, sensor fault is characterized by a discrepancy between
the actual value of the physical variable and its measured output. A sensor fault
will be added to the system output, which misrepresents the system state and output
information. Sensor faults can be characterized by offsets, drifts, degraded performance

(reduced accuracy), saturation and calibration errors [I].

In addition to classifying faults according to their locations of occurrence, faults can
also be classified according to their manifestations over time. It may change suddenly,
slowly, or intermittently. Therefore, faults can be classified as abrupt fault, incipi-
ent fault and intermittent fault, as shown in Figure 2.2, where t; denotes the fault

occurrence time [T25].
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Figure 2.2: Fault classification with respect to time [T2T]

Abrupt fault: An abrupt fault is a fault that changes instantaneously, for example,
a step change. The occurrence of such an abrupt fault may have a very serious impact
on the system, but it is easy to detect.

Incipient fault: This is a slowly changing fault, a fault that accumulates as it
develops over time. For example, the process of a valve being slowly blocked. Incipient
faults can still cause degradation of system performance. Such faults are generally hard

to detect unless they’ve accumulated to a certain level.

Intermittent fault: The fault appears only in some periods or certain operating
conditions. It is not a permanent existence in the whole system.

From the angle of attribution, or considering about the model of fault, we have
additive fault and multiplicative fault, see Figure [P=33. Additive faults influence a
variable by the addition of the fault value, for instance, the sensor biased. On the

other hand, multiplicative faults act by the product of another variable U with f, for
example, a parameter change within the process [56].

Figure 2.3: Basic models of faults: (a) additive fault; (b) multiplicative fault [4]

Besides that, some scholars classify the system fault as structural fault and para-
metric fault.

Structural fault: The fault which causes the topology change of the system. Its
faulty parameter is defined as Boolean type.
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Parametric fault: The fault which causes the performance degradation due to
parameter changes. The faulty parameter is generally a continuous one.

The fault will degrade the system performance or even cause worse accident no
mater which type it is. Therefore, it should be quickly detect the fault, isolate its
location and identify its size. This is very meaningful to maintain the stability and

security of the system.

2.2 Analytical model based fault diagnosis

Model-based fault diagnosis was proposed by Beard [T4] in his PhD thesis in 1971, with
the aim of replacing hardware redundancy with analytical redundancy. For this type
of fault diagnosis technique, a mathematical model of the industrial process or system
is essential, and the model can be obtained by using physical principles or system iden-
tification techniques. Analytical model-based fault diagnosis methods extract special
features (e.g., parameters, state variables, or residuals) and compare the observed sys-
tem characteristics with their nominal values by using a priori information in terms of
mathematical models. The residual is constructed by comparing the actual measured
values with their observed values of the system obtained according to the model. And
then the occurrence of faults is detected by setting a fixed or variable envelope [96].
Afterwards, the residual is analyzed and evaluated to further determine the location

and the magnitude of the fault.

Fault
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Figure 2.4: Fault diagnosis technology based on analytical model
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Figure 4 gives the structure of fault diagnosis based on analytical model [36]. It is
composed of two periods: residual generation and residual evaluation. This architecture
was firstly proposed by Chow and Willsky in 1980 and is widely accepted by scholars
[25]. Details are presented in the following paragraphs.

Residual generation: The purpose is using the measurable input and output
signals of the system to generate a fault indication signal, residuals. When the system
is operating under normal conditions and no faults occur, the residual should be zero
or close to zero. However, when a fault occurs, the residual signal is no longer zero
[TT2]. This means that the characteristics of the residual are independent of the input
and output signals of the system [96]. The algorithm used to generate the residual is
called the residual generator. Thus, residual generation is a process of extracting fault
features from the system. Ideally, the residual signal carries only fault information.
To ensure the reliability of fault diagnosis, the loss of fault information in the residual
generation process should be as small as possible. Therefore, several residuals can be
designed while each one is sensitive to specific fault occurring in different locations of
the system. Afterwards, each residual is analyzed and once they exceed the threshold,
we enter the fault isolation algorithm [96].

Residual evaluation: This phase aim